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Learn, prepare, and practice for CEH v8 exam success with Certified Ethical Hacker (CEH) Cert Guide from
Pearson IT Certification, aleader in IT certification.

- Master CEH exam topics

- Assess your knowledge with chapter-ending quizzes
- Review key concepts with exam preparation tasks

- Practice with realistic exam questions on the CD

Certified Ethical Hacker (CEH) Cert Guideis a best-of-breed exam study guide. Leading security consultant
and certification expert Michael Gregg shares preparation hints and test-taking tips, helping you identify
areas of weakness and improve both your conceptual knowledge and hands-on skills. Material is presented in
a concise manner, focusing on increasing your understanding and retention of exam topics.

You'll get acomplete test preparation routine organized around proven series elements and techniques. Exam
topic lists make referencing easy. Chapter-ending Exam Preparation Tasks help you drill on key concepts
you must know thoroughly. Review questions help you assess your knowledge, and afinal preparation
chapter guides you through tools and resources to help you craft your final study plan.

The companion CD contains the powerful Pearson IT Certification Practice Test engine, complete with
hundreds of exam-realistic questions. The assessment engine offers you a wealth of customization options
and reporting features, laying out a compl ete assessment of your knowledge to help you focus your study
where it is needed most, so you can succeed on the exam the first time.

This study guide helps you master al the topics on the CEH v8 (312-50) exam, including

- Ethical hacking basics

- Technical foundations of hacking

- Footprinting and scanning

- Enumeration and system hacking

- Linux distros and automated assessment tools

- Trojans and backdoors

- Sniffers, session hijacking, and denial of service

- Web server hacking, web applications, and database attacks
- Wireless technol ogies, mobile security, and mobile attacks
- IDS, firewalls, and honeypots

- Buffer overflows, viruses, and worms

- Cryptographic attacks and defenses

- Physical security and social engineering

Companion CD



The CD contains two free, complete practice exams, plus memory tables and answers to help you study more
efficiently and effectively.

Pearson IT Certification Practice Test minimum system requirements:

Windows XP (SP3), Windows Vista (SP2), Windows 7, or Windows 8; Microsoft .NET Framework 4.0
Client; Pentium class 1GHz processor (or equivalent); 512MB RAM; 650MB disc space plus 50MB for each
downloaded practice exam; access to the Internet to register and download exam databases
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From reader reviews:
Tom Copper:

What do you think about book? It isjust for students because they're till students or the item for all people
in the world, what the best subject for that? Only you can be answered for that issue above. Every person has
various personality and hobby for each other. Don't to be pressured someone or something that they don't
want do that. Y ou must know how great and also important the book Certified Ethical Hacker (CEH) Cert
Guide. All type of book can you see on many resources. Y ou can look for the internet sources or other social
media.

Betty Williams:

This Certified Ethical Hacker (CEH) Cert Guide book is not really ordinary book, you have it then the world
isin your hands. The benefit you will get by reading this book is usually information inside this publication
incredible fresh, you will get info which is getting deeper you read a lot of information you will get. This
Certified Ethical Hacker (CEH) Cert Guide without we comprehend teach the one who examining it become
critical inimagining and analyzing. Don't become worry Certified Ethical Hacker (CEH) Cert Guide can
bring if you are and not make your bag space or bookshelves grow to be full because you can haveit inside
your lovely laptop even telephone. This Certified Ethical Hacker (CEH) Cert Guide having great
arrangement in word in addition to layout, so you will not sense uninterested in reading.

L awr ence Caulfield:

Nowadays reading books be a little more than want or need but also be alife style. This reading addiction
give you lot of advantages. The benefits you got of course the knowledge the rest of the information inside
the book which improve your knowledge and information. The info you get based on what kind of e-book
you read, if you want attract knowledge just go with training books but if you want really feel happy read
one using theme for entertaining such as comic or novel. The Certified Ethical Hacker (CEH) Cert Guideis
kind of reserve which is giving the reader unforeseen experience.

Lloyd Stec:

The book Certified Ethical Hacker (CEH) Cert Guide will bring that you the new experience of reading any
book. The author style to describe the ideais very unique. Should you try to find new book to learn, this
book very suited to you. The book Certified Ethical Hacker (CEH) Cert Guide is much recommended to you
you just read. Y ou can also get the e-book from the official web site, so you can more readily to read the
book.
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